Bengal Commercial Bank Ltd.
General Services Division
Head Office

. November 09, 2021

Request for Quotation for Supplying, Installing and Commissioning of Vulnerability Management
Solution Tools for the Bank.

Bengal Commercial Bank Limited (Hereinafter referred to as “the Bank”) wishes to receive bids from the
bonafide firms for supplying, installing and commissioning of Vulnerability Management Solution Tools
as mentioned below:

1.1 Technical Offer

Vendor should submit technical offer as per specification mention in Annexure-A.
1.2 Financial Offer

Vendor should submit financial offer as per prescript format mention in Annexure-B.

1.3 Bidder’s qualification

a) Local bidder must be a registered company in Bangladesh having proven and substantial market
presence in selling IT security related software solutions for the last 5 years (preferable) in
Financial/Telecom/Government sector in Bangladesh.

b) Local bidder of the Vulnerability Management Solution Tools solution supplier must be an OEM
authorized direct reseller/partner for a minimum of last three (3) years (preferable) proving its strong
affiliation as well as expertise of the solution being offered.

¢) The offered solution/tool must also have been supplied by the same supplier (local bidder) to preferable
three (3) organizations (i.e. Banking/Financial/Telecom/Government) in Bangladesh.

d) Local bidder would need to have ISO 27001:2013 or equivalent internationally recognized certification
for its organization.

e) Bidders shall possess his own office and adequately trained and experienced manpower to install,
configure the supplied products.

) Bidders shall be assessed under Income Tax Department.

g) Bidders should have the capacity to solve any support related issue occurred between the client and
the mother company of the product.

h) 24x7 support need to be ensured.

1.4 Documents comprising the bid
a. Technical Description of the deliverables to demonstrate the specified technical requirement
b. Schedule for financial proposal
c. Photocopy of following documents may be submitted with the offer:
i. Valid Trade License and Company Profile.
ii. E-TIN. BIN and VAT Certificate
iii. Name. contact number and e-mail address of the Contact person
iv. Proof of Experience
v. List of corporate clients.
vi. Proof Certificates as Authorized Reseller/ Authorized Dealer/Supplier from the -
manufacturer to be submitted. -
d. All Proper documents, brochure, data sheet, technical specfication papers of mentioned Products
have to be provided by the bidder in the Technical Proposal.
e. All required documents needs to be provided as a proof of evidence to fulfill the need of supplier
qualification.

1.5 Bid prices

Required product will be 1 year subscription based which includes all costs. Bidders shall quote the
price including VAT & Tax in Bangladeshi Taka (BDT) for the items.
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1.6 Bid validity

Bid shall remain valid for a period of 120 days from the date of opening of technical proposals. In
exceptional circumstances, prior to expiry of the original bid validity period, the Bank may request the
bidder to extend the period of validity for a specified additional period. The request and the responses
thereto shall be made in writing. A bidder agreeing to the request will not be permitted to modify its bid.

1.7 Sealing and marking of bid

The envelope shall:

|. Be addressed to the Bank at the following address: Head of General Services Division, Bengal
Commercial Bank Ltd., Khandker Tower (5" Floor), 94, Gulshan Avenue, Gulshan, Dhaka-
1212,

2. Bidder(s) should submit the financial and technical offer in single envelope mentioning the name

of the offer.

In addition to the above requirements, the envelope shall indicate the name and address of the

bidder to enable the bid to be returned unopened in case may be declared “late” pursuant to clause

1.9.
4. If the envelope is not sealed and marked as above, the Bank will assume no responsibility for the

misplacement or premature opening of the bid.

Led

1.8 Deadline of bid
The bidder must submit the bids in original (sealed), duly marking the envelope as addressed at the

following no later than 3:00 p.m. on November 17, 2021.

1.9 Late Bids
Any bid received by the Bank after the deadline for submission of bid prescribed in clause 1.8 may be

rejected and returned unopened to the bidder.

1.10 Evaluation of proposals

The Bank will choose the offer that will be more comprehensive and that conform the relevant required
product. Information relating to the examination, clarification, evaluation and comparison of bids and
recommendations for the award of a contract shall not be disclosed to bidders or any persons not officially
concerned with such process until the award to the successful bidder has been announced.

1.11 Award of Contract
Subject to Clause 1.10, the Bank will award the Contract to the successful bidder.

1.12 Bank’s right to accept any bid and to reject any or all bids

Notwithstanding Clause 1.11, the Bank reserves the right to accept or reject any bid, and to annul the
bidding process and reject all bids at any time prior to award of Contract, without thereby incurring any
liability to the affected bidder or bidders or any obligation to inform the affected bidder or bidders of the

grounds for the Bank’s action.

1.13 Notification of Award/Work Order

Prior to expiration of the period of bid validity prescribed by the Bank and after successful negotiations (if
any). the Bank will notify/issue work order in favor of the successful bidder that his bid as been accepted.
The notification of award/work order may constitute the updated terms and conditions and basic formation

of the Contract.

1.14 Product Delivery
15 (fifteen) days from the date of receiving the Work Order.
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1.15 Performance Security

The successful vendor will have to deposit an amount equivalent to 10% (Ten) of the total work
order/contract value as performance security in the form of Payment Order / Bank Guarantee with validity
of one year in favor of Bengal Commercial Bank Limited while accepting the Work Order. Mentioned
performance security would be returned along with final payment.

These clauses maybe added while issuing the unconditional bank guarantee as performance security,

a. At the request of the supplier, we. (issuing Bank),...(address).... hereby irrevocably undertake to pay
you, without cavil or argument, any sum or sums not exceeding in total amount of Taka
.................... only upon receipt by us of your (Bengal Commercial Bank Limited) first written
demand.

b. Any such demand made by Bengal Commercial Bank Limited on us (issuing Bank) shall be
conclusive and binding notwithstanding any difference between you and the supplier or any dispute
pending any Court, Tribunal, Arbitrator or any other authority.

1.16 Security Money

An amount equivalent to 10 % of total work order/product value will be considered as security money.
Security money amount will be deducted from the bill and retained up to one (01) year from the date of
live operation of the product. Security money will be returned after above mentioned stipulated time period
of one (01) year. Security money may be forfeited in case of violation of support or any other issues within
the subscription period.

1.17 Penalty

In case of failure or any kind of delay regarding delivery of the product within due time mentioned in
clause 1.14, vendor will be liable to pay 2% of the total work order value, as penalty, to the bank for
delaying each week after the due date. Upon reaching the penalty to 5% of total Work Order/Contract
value, the performance security as well as the Work Order may be forfeited on sending a letter to the
vendor.

However, Bank must be informed for any foreseeable delay due to uncontrolled situation prior to exceed
the delivery deadline mentioned in clause 1.14 which may be considered by the bank if situation justify
such delay and the decision of purchase committee of the bank will be final.

1.18 Payment
Payment will be made after successful supply, install and commissioning of the product.

1.19 Withholding Sales Tax

The bidder is hereby informed that the bank shall deduct VAT & Tax at the rate prescribed under the Tax
Laws of Bangladesh, from all payments for services rendered by any bidder who signs a contract with the
Bank. The bidder will be responsible for all VAT & Taxes on transactions and/or income, which may be
levied by the bank. If bidder is exempted from any specific VAT & Taxes, then it is requested to provide
the relevant documents with the proposal.

1.20 Contact Person(s)

For any query regarding proposal please communicate with following officials:

For technical proposal related queries For financial proposal related queries
Mr. Pranab Chakrabarty Mr. Golam Mostafizur Rahman

IT Division General Services Division

Mob. 01712236703 Mob. 01717768454

Thanking You.

Md. Monzur-A-Moula

. Engr. Md. Rafiqul Islam
Head of General Services Division

SEVP & CTO

o X
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Vulnerability Management Solution.

Annexure-A

Sl no.

Required Technical Specification

Bidders Response

Complaint (Y/N) |

Remarks

Solution Requirements: Basic Information

Name of the Solution

to

Version of the Solution

Name of the OEM

Country of Origin

NOTE: OEM letter needs to be provided to
authenticate that the principal place of the core
software development of the VM solution
MUST NOT be in any country those are having
economic business restriction with Bangladesh.

OEM Solution Presence in Bangladesh

The VM solution of the OEM must have been
chosen by at least two (2) clients in Banking/
Financial sector in Bangladesh where, at least
one client must be running VM solution covering
Minimum 5000 IP or more and among these two
clients at least one must be in Banking sector of
the offered solution.

Market Recognition

Proposed solution must be recognized as Leader
in the last published Forrester Wave for VM.

Mention other recognitions and awards for the
proposed solution.

Solution Requirements: Dashboard

3.]

Solution shall be capable of performing network
wide discovery and shall have capabilities to
identify type of system/service (e.g.,
Applications, network topology, switches,
firewall, database, mail-server, desktop, etc.)

lad
2

Solution should provide modules by which
continuously updated view of all IT assets,
whether they are on premises or in the cloud, and
permanently or intermittently attached to the
network.
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33

Solution must have a customizable dashboard
with vulnerability and threat data including but
not limited to: - Sites, Assets, Vulnerabilities,
Exploits, Malwares, Policies- Installed Software,
Services, Users & Groups, Databases Files &
Directories Listing

3.4

Solution should provide knowledge of the
constant stream of security vulnerability
disclosures.

Solution Requirements: Asset Management

4.1

Solution should constantly gather information on
all assets where a lightweight agent is deployed,
listing installed software, existing vulnerabilities,
and hardware details

42

Solution should detect a variety of issues, such as
unauthorized software, outdated or inexistent
licenses or IT policy violations like the disabling
of a personal firewall or the lowering of an app’s
security settings.

43

Solution should have Centralized control and
visualization panel

4.4

Solution should provide Powerful search
function.

Solution Should have the capability to Sort, filter
and refine search results.

4.6

Solution Should have a powerful Elasticsearch
engine which can perform ad-hoc queries and
refine them using different criteria.

Solution Requirements: Scanning

5.1

Solution must allow multiple users with full Role
based Access control.

5.2

Solution should provide precise assessments of
how critical certain threat scenarios are in our
organization’s specific context, to accurately
detect risk

Solution should have the ability to perform a
targeted scan (i.e, check for a specific set of
vulnerabilities or IP Addresses).

Solution should allow to upload IP lists of
devices through XLS format.

Solution should be able to run scans on network
segments as well as entire network.
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Solution must provide a capability to scan for
expired certificates or soon to expire certificates

Solution must provide a software, OS, ports,
services inventory that is searchable

Solution must provide near real time scan and
alert for email on Vulnerability detected, port
changes, services detected, software installation
detected

Solution must have a feature to protect PDF
reports with a password when distributing
scheduled reports

Solution must allow to have a list of fallback
scanners per each scanner to ensure business
continuity

Solution must have capability to scan for DoS
kind of vulnerability

Solution Requirements: Remediation and workflow

Solution must have capability to scan for DoS
kind of vulnerability

Solution must provide scan output to verify scan
finding

Solution must provide a public exploit lookup for
vulnerability from a few exploit Databases

Solution should have intelligence to avoid
overlapping scans on the same assets.

)
Lh

Solution should have capability to manage open
ports.

6.6

Solution must have an in-built ticketing system to
track success of our Vulnerability Management
program where we can create ticket for every
finding and track it and auto-close tickets without
burdening an external ticketing systems where
manual efforts are required to close tickets after
remediation.

6.7

The solution shall have capabilities to generate
logging and audit-trails for actions performed by
the users.

Solution Requirements: Web Application Scanning

7.1

Solution shall provide complete, accurate, and
scalable web security and enables organizations
to assess. track, and remediate web application
vulnerabilities.

Solution shall include web application scanning
capabilities against web technologies including
but not limited to AJAX, ASP.NET 2.0 and

Flash-based sites.
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73

Solution must provide automated crawling and
testing of custom web applications to identify
vulnerabilities including Cross-site scripting
(XSS) and SQL injection.

7.4

Solution shall be able to Detect, identify, assess,
track and remediate OWASP Top 10 risks,
WASC threats, CWE Weaknesses, and web
application CVEs.

Solution shall support credential login through
HTTP Form and Basic Digest authentication for
scanning.

7.6

Solution shall have maximum scan coverage,
including advanced scripting and the open-source
browser automation system for web app testing

Tt

Solution shall support web spidering/crawling to
gather security related information such as
directory structures, files and applications
running on the web servers.

7.8

Solution shall have the functionality to set scan
rate such as thread per web server and spider
request delay to control bandwidth consumption
and scanning time.

7.9

Solution shall have the functionality to exclude
scan by HTTP daemon and path.

7.10

Solution shall have large vulnerability database
to check.

7.1

Solution Should be able to Identify and report
malware present in websites and apps

.12

Solution should support Immediate deployment —
no hardware to set up, always up to date

Solution should provide Centralized
management — to be able to apply policies
consistently across application

7.14

Solution should be able to Consolidate automated
scan data from WAS with data from manual
testing approaches, to get a complete view of
your web app vulnerabilities.

7.15

Solution should be able to Prioritize remediation
and focus on the most critical flaws

7.16

Solution should suggest remediation actions for
the identified weaknesses

7.17

Solution should allow to check status of the scan
in real time

Solution should be able to perform incremental
scans (i.e., scan only the delta of a previously
scanned application)

1.19

Solutions should provide Unified, interactive
dashboard lets one understands the security of
web applications briefly.
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7.20

Solution should allow automated dynamic deep
scanning to quickly get visibility of the
vulnerability. It should have the features of
Application discovery and cataloging — to find
new and unknown web applications in the
network.

Solution Requirements: Reporting

8.1

Solution Reporting must provide the state of each
vulnerability with every scan and tell us when the
vulnerability was first found and how many times
has it been found so far

82

Solution must calculate risk score individually
for each detected vulnerability which takes into
consideration CVSS scoring, asset exploitability
and susceptibility to available malware kits and
exploit modules

83

Solution  shall support report template
customization from default available ones.

8.4

Solution shall support multiple alert options (e.g..
eMail, Pop-up etc.)

Solution shall be able to generate report based on
scan groups (site), asset group (static or
dynamic), tags (default and customized) and
individual asset(s).

3.6

Solution shall be able to distribute reports to
external recipient at least in the form of email and
support report scheduling capabilities. Solution
should be able to automatically generate and send
reports when scans are completed.

3.7

Solution should have ability to Export Search
Results

8.8

Solution should have pro-active in Scanning
Activity Management.

Solution Requirements: Licensing Model

9.1

License to be provided for Minimum 16 Internal
[P, 2 External IP and 1(One) Web Application-
(Automated web application scanning for SQL
injection and XSS vulnerabilities.)

The vendor must provide Annual Subscription
license with One (1) year support from the date
of License Delivery by OEM.

10

Delivery Partner: Minimum Requirement

10.1

The local delivery partner must have minimum
delivery experience to at least two (2) clients in
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Bangladesh Banking/Financial sector of the
offered solution.

Local Bidder/supplier must have in-house
certified (of the offered VM solution) engineers
to carry out necessary installation,
commissioning (as applicable) for operational
acceptance.

10.3

Local Bidder must have at least Five (5)
implementations of any internationally reputed
(which been in the Vulnerability Risk
Management leader of the Forrester wave) VM
solution experience in Bangladesh which been
running successfully in Banking sector for
minimum of last one (1) year in production
environment.

Work Completion certificate/Customer
letter/proof needs to be provided to understand
the PAM practice experience of the local bidder.

10.4

Local bidder must be a direct partner of the
offered OEM solution vendor for at least three (3)
year in Bangladesh.

Manufacturer (OEM) letter needs to be provided
to support it. No 3rd party letter would be
accepted.

11.

Training

Bl

The vendor / supplier must provide online based
adequate and appropriate instructor-led training
to at least 3 bank personnel and Local Training
for at least 10 personnel for an efficient operation
of the offered solution.

?(‘@ -
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Format for Financial Proposal:

Annexure-B

SL

Product Description

Total price including VAT
& Tax

Vulnerability Assessment Management Solution tools
(Required product will be 1 year subscription based which
includes all costs) as per technical specification Annexure-A




